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ABSTRACT

In this article, an information security model is proposed under the principles of IT Governance for the industrial
manufacturing sector. The investigation began with an analysis of the standards required to be able to align Information
Technology to the strategic direction of the company; verifying in this way, the most applicable schemes for the
structuring of the model. Subsequently, a quantitative methodology with a descriptive scope was used, which allowed
the definition of the model with the aim of guaranteeing the confidentiality, integrity and availability of the information.
The model was satisfactorily validated by subject experts, guaranteeing its applicability.
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RESUMEN

En el presente articulo se propone un modelo de seguridad de la informacion bajo los principios de Gobierto TI para el
sector industrial manufacturero. La investigacion inicié con un analisis de los estandares requeridos para poder alinear
latecnologia de la informacion al direccionamiento estratégico de la empresa; verificando de esta manera, los esquemas
mas aplicables para la estructuracion del modelo. Posteriormente, se utilizé una metodologia de tipo cuantitativo con
un alcance descriptivo, que permitio definir el modelo con el objetivo de garantizar la confidencialidad, integridad y
disponibilidad de la informacion. El modelo fue validado satisfactoriamente por expertos del tema garantizando su
aplicabilidad.
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1. Introduction knowledge, as well as the digitization of procedures,

The overriding goal of companies is to ensure their
sustainability, which involves prioritizing consumer security,
promptly addressing their needs, and effectively managing
production costs [1]. The utilization of ICTs in organizations,
particularly in manufacturing industries, has resulted in the
reformation of processes, including enhanced resource
planning, decreased costs, improved mobility, and accelerated
service provision, facilitating integration into a dynamic
and evolving economy. This has thus enabled an increased
dependence on ICT (Information and Communication
Technologies) in all aspects of its operations.

The interactions between production and business
processes take place through the integration of formal

information, and resource behavior models enabling
automatic or semi-automatic decision-making [2].

IT governance is a component of corporate governance.
This refers to the framework of relationships and procedures
that guide and oversee a company's operations, with the
aim of achieving its objectives and creating value, while
effectively managing the balance between risk and return
on investments in information technology and its associated
processes [3]. It is hence necessary for an organization
aiming to effectively oversee its technological assets to
consider implementing a well-designed plan and structure of
a model that can efficiently manage them. This will enable
the organization to make informed decisions aligned with its

Corresponding Author
Email: jdsagbinie@ufpso.edu.co (Jenis del Carmen Sagbini Echavez)

Peer review comes under the responsibility of the Universidad Francisco de Paula Santander Ocafia
This Article is licensed under CC BY-NC (https://creativecommons.org/licenses/by-nc/4.0/deed.es)



strategic corporate governance.

The content of the essential elements of the Information
Security Model for industrial manufacturing companies was
established, in which methodologies and standards such as
the Balance Score Card, COBIT 5.0, and ISO 27002:2013,
and with an overarching objective to effectively control
all organizational processes and ensure the confidentiality,
integrity, and availability of information. This is because the
assurance of the integrity and security of stored data is not
always guaranteed. [4]

2. Methodology

In this research, specific numerical data was gathered,
which was organized in a notable statistical manner. Also,
the breadth of the analysis was descriptive as it focused on
examining the actuality of circumstances, events, individuals,
organizations, or communities that had been studied. In
addition, the research extended beyond mere description, as
it aimed to provide the most significant trait of a particular
event or circumstance and its analysis had to be defined
together with the associated processes. [5] [6]

The population and sample are defined as companies
in the industrial manufacturing sector, specifically SMEs
based in Barranquilla, engaged in producing electrical and
electronic items, categorized according to the DIAN with
code 270, which represents the manufacture of electrical
appliances and equipment. Within this category, the
subcategory 2790 is selected. Information was gathered using
digital instruments, including surveys and interviews, with a
significant representation narrowed down to participants who
were leaders in the IT sector [7] of SMEs in the industrial
manufacturing sector in the city of Barranquilla.

To conduct the analysis in this research, a thorough
documentary research was required, which involved
searching for a specific response by examining relevant
papers [8]. Each of the stated objectives was compared with
different criteria and created a comparative table, which
enabled us to deliver a response based on the data gathered.
Similarly, the essential components of standards related to
information security that were relevant to the manufacturing
industry were based on the tabulated available data, as well
as its systematic organization.

3. Discussion and Results

The research outcomes began by creating a comprehensive
comparative table that enabled us to draw conclusion from
the standards on information security procedures, including
the ISO bundle of standards (27000, 27001, 27002, 27005)
[9], ITIL V3 2011, and COBIT 5.

After analyzing the comparative table and considering

the purpose of the study, it was determined that two
standards, ISO 20001 and the comprehensive work scenario
referred to as COBIT 5, would be utilized as references for
IT governance and management.

Based on the specific standards and the results of applied
questionnaires to the leaders of the Information Technology
department in each selected manufacturing company, the
shake-up of every element comprising the information
security model for industrial manufacturing organizations
was initiated.

During this stage, the main component identified was
the interested parties or stakeholders, which can be either
corporations or individuals and who have an impact on
or may be impacted by the company's operations. The
company must consider all stakeholders, as customers
will only purchase products that meet their desires, needs,
and requirements in terms of price, quality, service, and
quickness. That is, shareholders will not invest in a company
that fails to meet their demands for dividends or capital gains.
Also, society will not tolerate companies that do not fulfill
their legal obligations and meet expectations for quality of
life. Professionals will not engage in activities or contribute
their knowledge nor will they strive to design and manage
the different organizational processes unless the company
satisfies their desires and demands for job satisfaction.
Ultimately, suppliers will not continue to provide their
knowledge, skills, and resources to a company that does not
offer them the opportunity to obtain a reasonable profit. [10]

Subsequently, the operational procedures of these
companies were recognized, which encompass the essential
activities of the organization as a manufacturer of products,
serving as the core element of its value chain.

Figure 1. Information Security Model based on the IT
principles for the manufacturing industry.
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The operations were centered around the procedures
APO12 - Risk Management, APO13 - Security Management,
and APO14 - Data Management. This was established
because these processes are intrinsically connected to
information security, which mainly focuses on information
management and the governance of all IT assets. As a result,
an Information Security Management System was developed
to define, operate, and monitor these processes.

Manufacturing companies employ clearly defined
plans to implement a systematic and long-term approach
to their production systems. These mission processes were
also considered within the context of this model, which is
connected to the creation of value for the client, specifically,
Purchasing, Production, and Sales that will deliver the desired
outcome for the organization, as they serve its purpose.

Using all the gathered data, a comprehensive information
security model was developed specifically for industrial
manufacturing companies:

The structure used to set corporate goals gives relevant
information regarding each of the governance components
that contribute to the effective functioning of the company's
governance system. These components can interact and
come in different sorts, as illustrated in Figure 1.

The process component is dominant as it covers a series
of approaches and actions aimed at achieving specific goals
and producing outputs that contribute to the fulfillment of all
IT-related objectives.

The Organizational Structures component plays a crucial
role in the decision-making process within an organization,
whereas The Principles, Policies, and Frames of Reference
component operationalizes the desired behavior for day-to-
day management.

The information component pertains to the central core or
foundation of any organization; it is therefore the entity that
is generated and utilized. COBIT is founded on the essential
information required for the effective and valuable operation
of the company's governance system. On the other hand,
an often overlooked yet crucial element in the effectiveness
of governance and management activities is the influence
of Culture, Ethics, and Behavior, which has to do with the
actions of individuals inside an organization. [11]

The People, Skills and Competencies component
is essential for making informed decisions, as well as
implementing necessary corrections, and completing all
tasks. Lastly, Infrastructure and Applications Services span
the same components to establish a governance system for
the company's I & T processing.

In regards to the Alignment Goals, "COBIT 5 alignment
is considered to be the result of all governance and
management activities" [12] and [13]. This is the reason
why it was included in this model. The specific Alignment
Goals are as follows: AG02 focuses on risk management
linked to I&T, AGO7 addresses information security,
processing infrastructure, applications, and privacy, and
AG10 emphasizes the quality of information connected to
[&T management.

The governance and management objectives APO12
Manage risk, APO13 Manage security, and APO14 Manage
data are located within the model.

The IT Governance Model's business goals encompass
EGO02 - Risk Management, EG04 - Quality of Financial
Information, EG06 - Business Service Continuity and
Availability,and EGO7 - Quality of Management Information.

EGO02, refers to risk management, whose metrics include:

a. Proportion of essential company goals and services
included in the risk assessment

b. The ratio of relevant mishaps that were not identified
in the risk assessment to the total number of incidents.

c¢. Frequency of risk profile updates.

Activities to be performed can also be monitored with
the ability to recognize, assess, and consistently mitigate the
risks associated with 1&T. To protect information security
through risk management constitutes the overarching goal of
a company dealing with its information.

The EG04 Quality of Financial Information component
corresponds to one of the business goals included in the
model's metrics.

a. Surveys measuring the satisfaction of individuals
impacted by the company's financial information,
specifically evaluating the level of transparency,
comprehension, and correctness.

b. The precise financial consequences of failing to
comply with all financial requirements.

The quality of financial information is a key objective for
management, specifically under objective AP014, which falls
under the broader category of data management and allows
investors and/or managers of a manufacturing company to
make decisions based on reliable information meeting some
criteria, which should be well-structured, clear, and easily
understandable.

Business Service Continuity and Availability in AP013
include the next business metrics:
a. Total count of customer service interruptions or
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otherwise business processes resulting in substantial
mishaps.

b. Financial impact of accidents on the business

c. The amount of time for company operations that
cannot be carried out due to unexpected service
disruptions

d. The proportion of complaints is based on the
established service availability targets.

The EGO7 component, which is related to the quality
of management information, is in line with AP014, which
pertains to the management of data. There are some model
metrics to manage business goals effectively.

a. The level of satisfaction of the board of directors
and executive management over the adequacy of
information for decision-making.

b. Number of occurrences resulting from flawed
corporate decisions made, based on incorrect data.

c. The length required to deliver the information that
facilitates efficient decision-making in business.

d. Timeliness of management information

4. Conclusions

The study identified the most commonly cited information
security practices, which include COBIT 5.0 and the ISO
27000:2017, ISO 27001:2015, ISO 27002:2017, and ISO
27005:2011 standards. Also, it focused on determining
the fundamental components that are relevant to the
manufacturing industry. Similarly, an examination was
conducted on the various procedures implemented within
manufacturing industrial companies.

Based on the frame of reference COBIT 5.0:2019 and
ISO 27000 bundle of standards, it was feasible to organize the
essential elements in IT Governance to create an information
security model, specifically tailored for organizations
operating in the industrial manufacturing sector. This
structure originated from the Stakeholders, encompassing
the mission processes, business goals, alignment goals, and
governance and management objectives of the company.

The suggested model was validated using the Delphi
Model as a reference. This process involved a panel of 9
experts with Information and Communication Technology
backgrounds and a considerable understanding of
methodology and experimentation. This confirms that the
suggested model meets all the fundamental criteria, so it is
advisable to implement it in organizations operating in the
industrial manufacturing sector.
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